OXburY/// Oxbury Job Description

Job Title

Security Analyst
Reporting Line: Role Level:
Senior Security Analyst 6
Location:

Chester, UK (hybrid based)

We are Oxbury: The only UK bank dedicated to British agriculture. Founded by farmers,
bankers, and technologists, we have combined the worlds of financial services, technology,
and agriculture to provide bespoke financial products to support the rural economy.

Our mission is to create and grow a sustainable, customer-focused, and innovative bank that
supports and champions the financial health of the rural economy.

About the Role

As a Security Analyst, you will monitor our endpoints, environments, and networks for security
threats, deploy and maintain security tooling, and take ownership of day-to-day security
monitoring. You will support the Lead Security Analyst in ensuring security events are triaged
effectively, noise is managed, and reporting to stakeholders is clear and consistent.

You will be working with the IT team to ensure that security events are triaged, tune events out
and take ownership of the Security Monitoring tools. This role will be supporting the Lead
Security Analyst and ensure that reporting to the necessary stakeholders are clear and
repeatable.

Role Responsibilities

© Monitor security solutions for alerts and events and respond in a timely and structured
manner working with Outsourced SOC partner.

© Triage security events and escalate through the appropriate Incident Management
procedure/change management and playbooks.

© Investigate and support the response to security incidents and breaches.

© Record and document security incidents, assessing their scope and any resulting
impact.

© Remediate detected vulnerabilities to maintain a high security standard.

© Contribute to the development of company-wide best practices for IT security.

Oxbury Bank Ple is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority with Financial Services Register number
834822. Registered in England and Wales (Registered Number 11383418). Registered Office: One City Place, Queens Road, Chester, CH1 3BQ. VAT Registration Number GB 411 9831 06.



OXburY/// Oxbury Job Description

©

Research emerging threats and security enhancements and make recommendations to
management.

Stay current on information security trends, standards, vulnerabilities and evolving
threat landscapes in relation to Oxbury.

Handle security information, logs, and investigation data appropriately, ensuring
confidentiality and alignment with data protection requirements.

Track and analyse security metrics, trends, and recurring issues to support continuous
improvement of security operations.

Produce and maintain regular security reporting packs for relevant stakeholders.

Skills and Experience

Essential:

®

®

®

Bachelor's degree in computer science or related field.
(1 Year) Experience in information security or related field.
Experience with some of the following:

- Security testing and techniques.

- Firewalls, proxies, SIEM, antivirus, and IDPS concepts.

- End User endpoint security and vulnerability scanning

- Patch management, including the ability to deploy patches in a timely
manner while understanding business impact.

- Identification and mitigation of security vulnerabilities

Cloud platforms:

- Experience of Microsoft O365/Entra platform and associated services.
- Experience of AWS platform and associated services.

Email Security Gateway.

Good communication skills, with an ability to explain complex concepts using
terminology that can be understood by non-technical colleagues.

Desirable:

-

17}

Cisco Security platforms (Cisco Umbrella, SASE, ISE).

A very competitive salary with an excellent benefits package.
25 days holiday, plus 8 days bank holiday (this increases with service).
Oxbury Bonus scheme.

Free Personal Training session every week.

Oxbury Bank Ple is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority with Financial Services Register number
834822. Registered in England and Wales (Registered Number 11383418). Registered Office: One City Place, Queens Road, Chester, CH1 3BQ. VAT Registration Number GB 411 9831 06.



OXburY/// Oxbury Job Description

Private Medical Healthcare.

®

@  Employee Assistance Programme.
© Life Insurance.
© Enhanced maternity/paternity leave.

@ Employee referral scheme.

Application

Interested candidates should submit their CV and a brief covering letter outlining their
experience in agriculture, any previous work experience and why they believe they are
suitable for the role. To apply please click here.
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